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Presentation Notes
Medium Frequency: 300khz – 3000khz (.3mhz – 3mhz) & 1000m – 100m

	AM: 530khz – 1710khz in US

High Frequency: 3mhz – 30mhz; 100m – 10m; ionosphere & skywave propagation medium & long distance communications (CDC 10 – 11mhz)

Very High Frequency: 30mhz – 300mhz; 10m – 1m; FM: 88mhz – 108mhz; TV, commercial 2-way radios; MN hospitals have received VHF radios; propagation characteristics ideal for short-range communications; although typically greater distances than true “line-of-sight”


Definitions

* VHF
think line-of-sight

*x HF
think out ‘a sight

=2>Why we use HF for communicating with ATL
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Although VHF will normally exceed your “line of sight” it is a good way of remembering the main distinction between the VHF and HF

HF bounces off the ionosphere in more-or-less predictable patterns depending on whether it is day or night and solar conditions


Do we REALLY need HF?

*xAll we need do Is talk to Florida,

Louisiana, South Carolina...
—Hurricane states are way ahead of MN ...

* Ontario, 1998

Examp Le

catastrophic Ice Storm demolished
the utility & communications
Infrastructure

Alternate communication modes
are not a luxury for PH
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I hope this is a foolish question – do we really need alternate communication modes?

Hurricane-prone states have many more opportunities to put emergency communications plans in practice due to broad disruptions than many other regions in the U.S. In this young century alone we’ve seen 4 Category 5 hurricanes that eventually made landfall somewhere along the Southern or Southeastern US seaboard – Isabel in ’03, Ivan ’04, and 2005 Katrina and Rita.

I had not given the relationship between hurricanes and states’ emergency communications capabilities any thought until I had the opportunity to listen, via webcast, to a Health Care Summit on Emergency Communications hosted by the FCC and DHHS last November. I learned a lot listening to that summit, not the least of which is that those states prone to hurricanes are way ahead of MN in their use of alternative communications as part of disaster response and recovery.

It is not just hurricanes that cause wide spread loss of communications infrastructure.

I’ve heard the term ‘perfect storm’ applied to the catastrophic ice storm that literally crushed the utility and communications infrastructure in Ontario, Canada, 1988 (the storm’s reach crossed the border into several upper Northeast states, too). This kind of event can leave large areas without normal services for days and weeks.
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Regional HF Communications MDH1

MDH1 — MN Department of
Health’s main operations
and communications center
in St. Paul, MN

* 8 Public Health
Preparedness (PHP)
Regions

* each regional office
staffed by a MDH PHP
Coordinator

X each site is capable of
hosting the Department
Operations Center

*xany or all regional sites
may be activated during a
public health emergency
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Minnesota presents some interesting challenges when we look at alternate communications.

A little over half of the state’s population reside in the metropolitan area1 – represented in purple on the map.

In Minnesota we have 8 public health preparedness regions encompassing Minnesota’s 87 counties and 13 American Indian Reservations. Population densities by county range from over 1300 per square mile to 2.5 per square mile. Minnesota has reasonably flat terrain - exceptionally productive farm country in the SW to grey granite ridges and cliffs along the Lake Superior North Shore in the NE.

Communications with regional offices include: landline, cellular and the internet, plus regional offices can connect to MDH1 by Satellite Phone. In addition, each regional office will have HF and VHF radios. As the state 800mhz infrastructure gets built-out I expect they will each have one or more 800mhz radios, too.






Regional HF Communications MDH2
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Presentation Notes
Minnesota presents some interesting challenges when we look at alternate communications.

A little over half of the state’s population reside in the metropolitan area1 – represented in purple on the map.

In Minnesota we have 8 public health preparedness regions encompassing Minnesota’s 87 counties and 13 American Indian Reservations. Population densities by county range from over 1300 per square mile to 2.5 per square mile. Minnesota has reasonably flat terrain - exceptionally productive farm country in the SW to grey granite ridges and cliffs along the Lake Superior North Shore in the NE.

Communications with regional offices include: landline, cellular and the internet, plus regional offices can connect to MDH1 by Satellite Phone. In addition, each regional office will have HF and VHF radios. As the state 800mhz infrastructure gets built-out I expect they will each have one or more 800mhz radios, too.






$moking Hole Scenario

IF MDH1 goes off the
air...

- The emergency DOC
functions would be
assumed by a regional
office

* Continue to fulfill
mission to citizens of
Minnesota

* Quickly reestablish
HF communications to
Atlanta
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For some strange reason my boss really likes this slide…

The previous slide mentioned the regional offices having the ability to support a departmental emergency operations center. This slide emphasizes why we believe it is critical that we have the infrastructure in place to support the Minnesota Department of Health’s mission from any of the regional offices…

…as well as fulfill its commitment within the national public health information network


State-wide PH Communications

P i If any area in the state
suffers a communications
breakdown:

Partnering with Amateur
Radio gives MDH:

» Statewide coverage

»* a network dedicated to
public health

» a state-owned, state-
wide communications
backbone independent
of traditional

DEPARTMENT o HEALTH Infrastructure
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In the event of a truly region- or state-wide breakdown in communications infrastructure the department’s HF network would provide the backbone – the core – of a communications network that would give us region- or state-wide coverage. With the inclusion of local public health organizations and hospitals we can quickly reconstitute the public health network in Minnesota.

Each of the 142 hospitals in the state of Minnesota have received a complete VHF radio installation. Many local public health organizations either have alternative communications capabilities – VHF and/or 800mhz radios – or they are in the process of obtaining the capability.

In Minnesota, working with the State Radio Board, work is underway to establish regional public health talk groups; we have a state-wide Department of Health talk group that provides state-wide public health coverage.


How the System Works

Depends on coordination of 3 communications networks

* A regional office (here e
called MDH4) runs the " A" MDHZ1 Mbington
regional network — the n A
purple dots are the 30,
locations of hospitals, LPH == ‘ ®
agencies, and amateur ol '
radio stations 7 .
* MDH4 is a member of the [+ oha

state-wide MDH network  \(em

MDH4A
(M | N NESOTA| *MDHl |Samember Ofthe
WISl  NPHRN
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This slide illustrates what I mean when I state we can have truly state-wide coverage.

Partnering with amateur radio means we have thousands of skilled operators around the state – each one a potential network participant. By constructing a system of networks we can remain in communications state-wide.

The regional offices communicate with local ham operators primarily using VHF frequencies.

The regional offices communicate with MDH1 over the department’s  announced HF frequencies and using department procedures.

Representing public health in Minnesota on the Public Health Information Network MDH1 communicates with Atlanta.


Parther!

RADIO BOARD

/Jli.,-"'

STATEWIDE

* Natlonal Association for Amateur Radio — ARRL
Amateur Radio Emergency Services — ARES

* Radio Amateur Civil Emergency Service — RACES
in Minnesota...

Statewide Radio Board Metropolitan Emergency
Servn:es Board

M I NNESOTA|

MDH
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Amateur Radio Emergency Service, ARES, consists of licensed amateurs who have voluntarily registered their qualifications and equipment for communications duty in the public service when disaster strikes. ARES has formal agreements to provide emergency communications assistance for FEMA, DHS, American Red Cross, Salvation Army, and other emergency response organizations.

 The Radio Amateur Civil Emergency Service (RACES), is a public service provided by a volunteer group of Amateur Radio Operators that is administered by local, county and state emergency management agencies, and supported by FEMA. 

 In MN our interaction is with ARRL and support in the event of an emergency will be through ARES and other licensed amateur radio operators.

 There is an immediate and pressing need for interoperable public safety communication planning among all emergency responders and the Statewide Radio Board is a broad forum representing all public safety disciplines from across the state. In MN I represent the Dept. of Health on the SRB’s Interoperability committee.

 The Metropolitan Emergency Services Board was established by a Joint Powers Agreement for the purpose of overseeing the Twin Cities/metro region 911 system, interoperable regional radio system and (facilitate) coordination of Emergency Medical Services.

You will find the same or parallel organizations in your state and region. I cannot over-emphasize the importance of these partnerships. Seek them and they will be there.


What Need to Know?

HF communications are insurance. If HF is the only
mode of long-range communications then a significant
portion of the infrastructure Is seriously degraded .....
or simply gone
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 If you need to use your HF mode of communications then you are in the midst of a pretty significant event. Think about it – needing your HF radio means that either your location, the location you are trying to communicate with, or both, have lost landline, cell, internet and quite possibly satellite communications. That is a lot of infrastructure to be disabled at once.

 If there is a need to bring up the HF radio and establish communications, it will not work very well if the operator needs to learn how to operate at the same time; it won’t work very well at all.

Let’s spend a moment talking about radio communications…




Keep It Clear, Concise, Simple
The NUMBER ONE Rule...

Reference your message
XXX.

To control spread of
influenza | recommend
city close all public
venues.

EEEEEEEEEEEEEEEEE
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Like any other form of communications clarity is important to correct and accurate conveyance of the message.

This is an interesting example….

Perhaps this is what happens when you mix bureaucratese and the telegraph...whatever the reason, try this instead… 

The point is to emphasize the need to keep messages clear, succinct and simple. Good guidance for any communication, but critical for radio communications. 


On the air

*x Take a moment to think about what
you want to say

X Listen to insure frequency Is clear

*x Key the microphone for 1 sec. before
speaking If using a hand-held
microphone, speak across it (hold the
microphone almost 90° to your mouth)

* Speak slowly & distinctly — accuracy!
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 This first point is common sense. Think, then speak (a generally useful tactic, radio or no radio).

 This next is a good tip. Due to the way many radios function they need a moment before they will transmit your words – it is about the amount of time required to draw a decent breath. Clipping off the first syllable or word of every transmission gets annoying, so give your radio the moment it needs – your listeners will thank you for it.

 This third item is probably the least intuitive but it works. Just do it – you will sound much better and be a lot easier to understand.

 The last item on this slide is, like the first, common sense. And remember, shouting into the microphone is not going to make you understood better.


On the air — best practices

* Use Standard Procedures - during an emergency you

will “play how you practice”; frequent practice of
Standard Procedures will pay off

* There are several well known short-hand code systems
worth becoming familiar with: ARRL Radiogram

numbers, International Q Signals and Common
Prowords are examples

* Have the Phonetic Alphabet Memorized!

Alpha Golf Mike Sierra Yankee
Bravo Hotel November Tango  Zulu
Charlle  India Oscar Uniform
Delta Jullett  Papa Victor

Echo Kilo Quebec Whiskey

Foxtrot Lima Romeo X-ray
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A couple of comments on procedures.

The first is common sense – people have a strong tendency to function in a stressful situation consistent with training. Sooo, working with your advisors – in our case we have an outstanding set of advisors from the regional ARRL leadership – setup a few, simple procedures and follow them religiously until they are 2nd nature, and then continue to follow them.

 Within amateur radio you will be exposed to several short-hand code systems for quickly passing information.  I do not recommend you use these as part of your public health radio operations. Again, in a stressful situation where there will be a variety of experience levels participating in your networks remember the mantra KISS.

 There is one standard I highly recommend you memorize; I learned this years ago and have found it useful any time I need to make sure a specific meaning / spelling is clear. In this case, a little memorization supports the mantra Kilo India Sierra Sierra.




On the air — your 1stwords

Start your transmission; if contacting
another station, say In this order:

—Give Radio Sign of Station You Are Calling
—“This Is”
—Your Call Sign

— “Over” telling the other station to go ahead

Kilo Alpha Zulu 111 This Is Whiskey Delta Golf 444
Over
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The point of this slide is so I don’t forget to mention the importance of always giving the call sign of your station when initiating conversation, when concluding conversation, and at least every 15 minutes. Use common sense, but make sure you transmit it clearly and frequently.

The reason for this is two-fold. First, it eliminates the need for other stations to ask “who this”, and second, the FCC “likes” you to do that. That’s “like” within quotes. During an emergency no one is going to go out of their way to chastise any station for doing the best they can to perform their functions. During drills, exercises, and general practice sessions, however, you will be well advised to stick to the FCC regulations for amateur radio operation. Needless to say, it would be a good idea to have one or more licensed radio operators on your staff. Your local amateur radio advisors can help with this.


Do’s and Don’t

Use the phrases “over or out”

OVER: This is the end of my transmission and
| am waiting for your response.

OUT: This is the end of this exchange. No
answer is required or expected.

NOT "OVER AND OUT"! 3
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Obviously the people who will be operating your radio equipment need to be familiar with it and they need to practice with it frequently.

In addition to knowing how to operate the equipment you need to know how to operate as a radio communicator – how to operate on the radio.

I’m not going to belabor the fine points of proper radio procedures, but there are a couple of personal hot buttons I want to mention; these are things you’ve all seen in movies (I often wonder what the technical advisors are doing when these scenes are rehearsed).











I hate to say it but even the duke is guilty of these…


Keep a Station Log!

* When It gets busy a log o

Kmier oprisd mad Flslng ime, frgurscirs, fregerncy thecks sad Treguenry fangr

will save your sanity — and === Trux
provide documentation o P —
* This slide shows a P O e

Mehal .00 | Pouet TeaToReD AT EAV GEN. N PNETGN)

representative example
and is not necessarily the TGS [T (AT BF ZEY

OhF D WAT T Bk

= g1z | Cm [CNT %E ﬁ%ﬁﬁm e e menumts
format you will use m—— 5 e N
P30z ] Cn |CUT DE Plf ZKRK

[hE DE WSS 1 BB
*x Log conveys bty SR
er1d
— who (operator) %ﬁﬁgg s “E]Ly T
. oeme| Con | Bor De BV B
— when (time)
" = ! TilkE il BE EMTENED it FULL OF LOCAL TIME TO INCLUSHE ZONE BUFFIX. J
— what (net interaction, ——————
message traffic, shift M ——— S
change, etc.) o
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When it gets busy a log will save your sanity – and provide documentation

 If ever the FCC has questions about station/net operations you will be asked if they can examine your log. If you have a record of your radio operations then it is difficult to imagine any legitimate operation being called into further question.

 A log conveys who (operator), when (time), what (net interaction, message traffic, shift change, etc.)

An Excel template on a laptop used in your communications center provides an easy structure. Make it a required procedure that all operators keep track of operations. There are lots of examples of station logs – just Google “excel amateur radio log”




Any station, any station...

*x\What scenarios might see HF In use?
* Planning perspective:

€ Symptom-based

M I NNESOTA|

MDH
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Event-based

Who, what, when, where

Who (office/role) will act

What the actions are (modes, frequencies)

When (or trigger) the actions start

Where the who are expected to be

Symptom-based

Determine status

Environment (observation, information sources – SSB)

Systems (landline, cell, internet, sat phone, VHF, HF)

Connectivity (specific phone numbers, web sites, stations)

Establish network

Scheduled communications

Office/station status

Reporting: Agency, State, CDC




Recap

* Partnerships!

* Clarity, KISS

— Hierarchy of communication modes
landline, cellular, internet, sat phones, 800mhz, VHF/HF

* HF — Independent, point-to-point
* Planning

— Event-based: SOP, SOI
— Symptom-based: assessment




Resources

Great, succinct 3-page operator techniques document:
www.nacs.uci.edu/network/Radio_Operator.pdf

Amateur Radio Relay League:
www.arrl.org

Radio Amateur Civil Emergency Service (RACES)
www.races.net

Shared Resources High Frequency Radio Program
http://www.ncs.gov/shares/

FEMA'’s Urban Search and Rescue Response System
Appendix I, Task Force Communications Procedures
http://www.fema.gov/doc/emergency/usr/usrrsom.doc

This presentation is available at: _
http://www.health.state.mn.us/oep/comm/index.html
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