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MINNESOTA DEPARTMENT OF HEALTH 

DATA PRACTICES AND DATA SECURITY CHECKLIST 

FOR CONTRACTORS 
 

 

This checklist is to inform you, as a Contractor providing services to the Minnesota 

Department of Health (MDH), of the responsibilities you have regarding both data 

practices and data security.  Your responsibilities regarding both data practices and data 

security are extremely important to MDH’s work. 

 

These responsibilities apply whenever dealing with MDH data on- or off-site or when 

accessing State information technology resources to perform your State contract duties.  

The responsibilities stated in this checklist are minimum requirements; your State 

contract or your business procedures as submitted to MDH may provide for additional 

data practices or data security responsibilities.  If you have any questions about which 

responsibilities apply in performing your State contract duties, it is your responsibility to 

seek clarification from the contract manager of your State contract. 

 

 

SECTION I: 

DATA PRACTICES 

 

 

The Minnesota Government Data Practices Act (Minnesota Statutes chapter 13) governs 

how MDH collects, receives, uses, maintains, and disseminates data.  The Minnesota 

Government Data Practices Act requires MDH to: 

1. Safeguard the privacy rights of data subjects and 

2. Provide access to government data that must be legally disclosed. 

 

All MDH data are public unless otherwise classified by statute or temporary 

classification.  Data may be classified as “private” or “nonpublic” (data accessible only to 

the subject of the data and certain other persons or entities authorized by law) or data may 

be classified as “confidential” or “protected nonpublic” (data not accessible to the public 

or the subject of the data).  All data that are classified to restrict public access will be 

referred to in this document as “not public” data. 

 

 

UNDERSTANDING OF DATA PRACTICES RESPONSIBILITIES  

 

As a Contractor, I acknowledge my responsibilities in dealing with MDH data as follows, 

and I further acknowledge that I am responsible for training all of my employees and 

subcontractors in carrying out these responsibilities: 
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A.  “NOT PUBLIC” DATA RESPONSIBILITIES 
 I will protect “not public” data that I collect, receive, use, or maintain in 

performing my State contract duties. 

 I will protect “not public” data I access through computer-related media or other 

media such as paper files, faxes, written reports, and verbal reports. 

 

B.  CONTACT MDH CONTRACT MANAGER 

 When I have any questions or doubts as to classification of, access to, or use or 

release of MDH data, I will contact the contract manager for my State contract as 

soon as possible. 

 

C.  ACCESS TO “NOT PUBLIC” MDH DATA 

 If I receive any request to release or disclose “not public” MDH data, I will 

immediately direct the request to the contract manager for my State contract.  I 

will not release any MDH “not public” data to the requesting party or to anyone 

outside MDH. 

 I will protect “not public” data and share “not public” data with MDH staff only if 

they need the data for their job. 

 I will contact the contract manager for my State contract if I have any questions 

about the release of “not public” data. 

 If I receive any requests for MDH personnel data, or any questions about the 

release of MDH personnel data, I will direct the requests and questions to the 

MDH Human Resources Office. 

 

D.  ACCESS TO PUBLIC DATA 

 I will maintain public data in a manner easily accessible for convenient public 

use. 

 I will contact the contract manager for my State contract if I have questions 

regarding any public data and how I should handle the data. 

 

E.  MAINTAIN DOCUMENTS IN A SECURE MANNER 

 I will physically maintain documents containing “not public” data in a manner 

that complies with MDH security safeguards.  Possible safeguards for documents 

that include “not public” data are: turning documents face down or putting them 

away when visitors come to my desk or when I am away from my desk during the 

day and storing documents in a locked area overnight. 

 I will not leave “not public” documents in public areas such as neighborhood 

centers or reception areas or on a copy machine, fax machine, or printer. 

 I will maintain electronic documents according to the guidelines set forth in 

Section II. 

 

F.  SAFEGUARDS FOR PROTECTING “NOT PUBLIC” DATA 

 I will consult with the contract manager for my State contract to learn about 

appropriate safeguards for the “not public” data with which I work. 
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 I will not share “not public” data with any unauthorized person while performing 

duties during the term of my State contract or after the contract term ends. 

 I will use professional judgment in the treatment of all private health data that I 

may have access to as part of my work for MDH. Occasionally, some private 

health data will be about my co-workers, my personal acquaintances or relatives, 

or famous persons. As with all MDH data, I will use and access the data only as 

necessary to perform my duties and not allow my knowledge of these private 

health data to affect my personal or professional relationships with any individual. 

 

G.  DISPOSE OF DOCUMENTS IN A SECURE MANNER 

 I will dispose of documents containing “not public” data in a manner that 

complies with MDH security safeguards and MDH records retention schedules. 

 When it is appropriate to discard paper documents, such as draft documents 

containing “not public” data, I will shred these documents. 

 I will contact the contract manager for my State contract about how to dispose 

properly of electronic documents. 

 

H.  MDH DATA INCIDENT REPORTING 

 I will inform the contract manager for my State contract immediately if I suspect a 

possible threat to, unauthorized access to, or the release of “not public” MDH 

data. 

 If I experience or become aware of a breach, potential breach, or other data 

vulnerability, as soon as possible, I will notify the MN.ITS @ MDH Service Desk 

at 651-201-5555 and the contract manager for my State contract.  After business 

hours, I will call 651-587-8978 to report to MN.ITS @ MDH. 

 If the breach, potential breach, or other data vulnerability may involve “not 

public” data, I will also notify the MDH Data Practices Coordinator no later than 

the next business day after I experience or become aware of it. 

 I will work with the contract manager for my State contract, the manager or 

supervisor for the MDH program that is responsible for the data, the MDH Data 

Practices Coordinator, and the MDH Chief Information Security Officer, as 

assigned, to investigate the incident and contain or mitigate any problems caused 

by the data incident. 

 

I.  OPPORTUNITY TO ASK QUESTIONS 

 I have had the opportunity to ask any questions about the data practices 

information above and I have had all of my questions answered. 
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SECTION II: 

DATA SECURITY 

 

 

The following information is based on the MDH Information Resource Security Policy 

(MDH Policy 1103), the MDH Internet, E-Mail and Electronic Calendar Usage Policy 

(MDH Policy 413), and Minnesota Statutes sections 13.05, 13.08, and 13.09.  The goal of 

this section is to inform you, as a Contractor, of your responsibilities to maintain the 

security and integrity of State information resources.  Learning about your 

responsibilities and the tools available to you will facilitate your ability to protect the 

MDH data you work with and comply with the Minnesota Government Data Practices 

Act and other laws, rules, and policies.  The MDH Internet, E-Mail and Electronic 

Calendar Usage Policy (MDH Policy 413) is posted on the MDH intranet, linked at the 

bottom of each intranet webpage.  The MDH Information Resource Security Policy 

(MDH Policy 1103) is available on the MDH intranet at 

http://fyi.health.state.mn.us/policies/policy.cfm?policy=1103.01 .  The full policies can 

be obtained from the contract manager for your State contract. 

 

 

UNDERSTANDING OF DATA SECURITY RESPONSIBILITIES 

 

As a Contractor, I acknowledge my responsibilities in dealing with MDH data security as 

follows and I further acknowledge that I am responsible for training all of my employees 

and subcontractors in carrying out these responsibilities: 

 

A.  FIGHTING VIRUSES 

 I will contact the MN.ITS @ MDH Service Desk for training on the use of anti-

virus software, as directed by the contract manager for my State contract. 

 I will check for viruses on e-mail attachments, portable electronic devices and 

media, Internet downloads, etc., if the information received is not checked for 

viruses automatically.  I will also either delete, or check for viruses on, e-mail 

messages that look suspicious or out of the ordinary and appear to relate to MDH 

data or State information resources. 

 I will alert the MN.ITS @ MDH Service Desk immediately if I suspect that my 

workstation or any State contract-related electronic tools have been infected with 

a virus. 

 

B.  PROTECTING STATE COMPUTER LOGIN ACCOUNTS 

 I will choose a unique password that is a minimum of eight characters, that is not 

a dictionary word, and that has at least two non-alphabetic characters. 

 I will take reasonable precautions to safeguard my State computer account, if any, 

from unauthorized use. 

 I will not share my password with anyone unless I am authorized by appropriate 

authority. 

 I will keep any written passwords in a location that is not readily accessible. 

http://fyi.health.state.mn.us/policies/policy.cfm?policy=1103.01
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 I will change my password immediately and notify the MN.ITS @ MDH Service 

Desk if my State computer account appears compromised. 

 I will enter my password each time I log in rather than saving my password (i.e., I 

will not click ‘remember my password’ in the login box). 

 

C.  LOADING SOFTWARE AND INSTALLING HARDWARE 

 I will use only legal copies of copyrighted software that are approved by the 

contract manager for my State contract or by MN.ITS @ MDH, as applicable, in 

performing my duties under the State contract. 

 I will contact the MN.ITS @ MDH Service Desk if I want software and hardware 

installed for use on State information resources for performing my State contract 

duties, and follow their instructions for installation. 

 I understand that authorized software and hardware will be installed according to 

approved methods. 

 

D.  REMOTE ACCESS TO STATE NETWORKS 

 I will obtain approval for dial-in access to State networks from the contract 

manager of my State contract. 

 I will obtain approval for Virtual Private Network (VPN) access to State networks 

from the MDH assistant division director for the MDH division responsible for 

the MDH data I need to access. 

 I will take reasonable precautions to ensure the security of remote dial-in 

computer systems and devices and prevent theft, loss, or damage. 

 I will adhere to all MDH Information Resource Security Policy requirements 

while using remote access systems for accessing MDH data and State information 

resources. 

 

E.  SECURING MY PHYSICAL ENVIRONMENT 

 I will ensure that portable electronic devices, such as laptops, tablet computers, 

personal digital assistants, BlackBerries, smart phones, etc., containing MDH data 

are not left unattended in unsecured areas. 

 If directed by the contract manager for my State contract, I will use a filter for my 

computer screen or position my workstation monitor so that unauthorized persons 

cannot readily look over my shoulder to read “not public” MDH data. 

 I will activate the password-protected screen saver when leaving my work area 

with “not public” MDH data on my computer screen. 

 When leaving my work area for longer than an hour, I will logoff or activate a 

password-protected screen saver.  The contract manager for my State contract and 

MN.ITS @ MDH may authorize not logging off for special purposes, such as 

running a job using MDH data overnight. 

 I will secure “not public” MDH data while working at an off-site location. 

 

F.  ENCRYPTING DATA 

 I will ensure that all “not public” MDH data located on portable electronic 

devices and electronic media such as CDs, DVDs, and thumb drives are encrypted 
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as required by the MDH Information Resource Security Policy.  

 I will contact the MN.ITS @ MDH Service Desk if I need assistance with 

encrypting data. 

 I will not send any MDH data classified as “not public” over either e-mail or other 

Internet systems unless the data are appropriately encrypted, encoded, or 

protected as required by the MDH Information Resource Security Policy. 

 

G.  USING STATE INFORMATION RESOURCES FOR E-MAIL, ELECTRONIC 

CALENDARS, AND THE INTERNET 

 I will read and be familiar with the MDH Internet, E-Mail and Electronic 

Calendar Usage Policy. 

 I will ensure that my use of State information resources for e-mail, electronic 

calendars, and the Internet for both contract-related and personal reasons is in 

accordance with the MDH Internet, E-Mail and Electronic Calendar Usage 

Policy. 

 

H.  KEEP INFORMED 

 I will read and be familiar with MDH Information Resource Security Policy. 

 I will seek additional training on data practices or data security as necessary for 

performing duties under my State contract or as directed by the contract manager 

for my State contract. 
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This Acknowledgement page should be signed by the Contractor and detached and 

provided to the contract manager for the State contract under which the Contractor is 

performing duties for MDH.  The contract manager should then forward the completed 

page to the assistant division director (or comparable manager) for the MDH division for 

which the Contractor is performing contract duties.  The assistant division director should 

retain the original page with division administrative files. 

 

MINNESOTA DEPARTMENT OF HEALTH 

DATA PRACTICES AND DATA SECURITY CHECKLIST FOR 

CONTRACTORS ACKNOWLEDGEMENT 

 

I acknowledge that I have been informed of and understand my responsibilities contained 

in this Minnesota Department of Health Data Practices and Data Security Checklist for 

Contractors, and I have had the opportunity to have my questions answered.  I also 

acknowledge my responsibility to comply with the Minnesota Government Data Practices 

Act.  A willful violation of the act is a misdemeanor and grounds for termination of a 

State contract for cause. 

 

Contractor Name: _________________________________  Date: _________________  

 

Name of Person Signing Acknowledgement ____________________________________ 

 

MDH Division & Program Assignment: _______________________________________ 

 

Title of Person Signing Acknowledgement: ____________________________________ 

 

Signature: _______________________________________  

 

 

Contract Manager: check one of the following: 

 I have explained the items contained in this checklist to this Contractor and I have 

provided answers to any questions, or  

 I verify that this Contractor attended training that covered the items in this 

checklist.   

 

Name: __________________________________________  Date: _________________  

(Contract Manager) 

 

Position: ________________________________________  Program: ______________  

 

Signature: _______________________________________  

 

 

* Send to the MDH assistant division director for division administrative files. 

 




