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Presenter Notes
Presentation Notes
Welcome to the webinar Managing Essential Records in Emergencies.  This presentation builds off the previous webinars in the series, and talks specifically about what to do during emergencies with the records you’ve labeled as essential.



MANAGING ESSENTIAL RECORDS IN EMERGENCIES

Records retention webinar series

Records and information management
Records retention schedule
Preserving and disposing of government records

W

. Managing essential records in emergencies

Full webinar series: www.health.mn.gov; search for “records
retention”
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Presenter Notes
Presentation Notes
This mini-webinar is the last of four on records retention from the Minnesota Department of Health, intended to help local health departments with their records retention work. For the rest of the webinar series, please visit www.health.mn.gov, and type “records retention” into the search bar.


http://www.health.mn.gov/

MANAGING ESSENTIAL RECORDS IN EMERGENCIES

Agenda

* What are essential records?
* Why are they important?

* Protecting essential records

* Retention schedule and
disaster plan

* Recovery and protection



Presenter Notes
Presentation Notes
In this presentation, we’ll talk about essential records, how they’re different from non-essential records, and why they’re important. We’ll talk about how to protect them, how to list them on your retention schedule, what a disaster plan is, and how to recover and protect your essential records.


MANAGING ESSENTIAL RECORDS IN EMERGENCIES

What is an essential record?

* Essential records contain information that is necessary to...

* ...the operations of government in an emergency created by
a disaster

* ..protect the rights and interests of persons, or to establish
and affirm the powers and duties of governments in
resuming operations after a disaster

* Essential records are a small part of an organization’s total
records
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Presenter Notes
Presentation Notes
We categorize essential records into two specific areas. 

** The first are those records that we need during an emergency or disaster recovery event. We need them at the time of an incident, or shortly after. Examples include Emergency Action Plans, human resource call lists, delegated authority provisions, essential records inventories, and emergency management personnel and contact numbers.

** The second kind of essential record are those we need to help get an organization up and running—that is, records that support business continuity, in terms of the organization’s legal, financial, and public responsibilities. Examples include health and human services assistance, payroll, facility plans, accounts receivables, contracts and other legally binding documents, software source codes, and permissions lists.

** Not every record is essential. Essential records are actually a very small part of any organization’s records.


MANAGING ESSENTIAL RECORDS IN EMERGENCIES

What is a records disaster?

Disaster: Generally considered to be an event beyond the
powers of first responders to prevent or control, resulting in
loss of life and property.

Records disaster: The loss or unavailability of records or
data, which disrupts an organization’s functions or results in
loss, or threat of loss to rights and assets of the organization

or the public.
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Presenter Notes
Presentation Notes
A disaster is generally considered to be an event beyond the powers of first responders to prevent or control, resulting in loss of life and property. 

** A records disaster is a subset of general disasters, and is defined as the loss or unavailability of records or data, which disrupts an organization’s functions or results in loss, or the threat of loss to rights and assets of the organization or the public.

This definition is relative—it could mean that a thousand boxes are destroyed, or just one very important box, or the loss of a hard drive that’s not backed up. 

This definition also indicates disaster when records are unavailable. Sometimes the loss of information for even a period of days is unacceptable.
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Why are essential records
important?

* Preparing for disasters and
leading public response and
relief is a primary government
responsibility

* Part of continuity of operations
(COOP) planning and response

* Good business practice; good
Investment
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Presenter Notes
Presentation Notes
Disasters happen almost every day, from extreme disasters like wildfires to smaller local disasters like a burst water pipe in a file room. One of the primary responsibilities of government is to prepare for disasters and lead the public response and relief effort. 

Records custodians must be prepared to protect their essential records so that, in the event of an emergency, their offices can recover quickly and return to service for the residents of their state or locality. 

It’s also good business practice. While there is an up-front cost and effort to protecting essential records, it’s far less expensive than recovering damaged records after a disaster. Essential records require special protection status to make sure they are protected and accessible.


MANAGING ESSENTIAL RECORDS IN EMERGENCIES

Types of disasters affecting records

*  Water damage: Can result in further damage (e.g., mold)

* Fire damage: Charred, burned, sooty; usually accompanied by
water damage

* Contamination: Substances poured onto records; usually
accompanied by water damage

* Unavailability: Unsafe buildings, etc.

Electronic records are subject to the above, and also power failure,
equipment failure, software problems, hacking, viruses, and
human error.
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Presenter Notes
Presentation Notes
Here are some common disasters we see in Minnesota, which can affect physical and electronic records: 

** Water damage is by far the most common, and can result in further damage like that from mold.

** Fire damage can include charred and burned records that may also be sooty. Fire damage is usually accompanied by water damage.

** Records can be contaminated by substances poured onto them, like gasoline, synthetic chemicals in transformers, or sewage from broken pipes. Contamination also usually occurs alongside water damage.

** Sometimes records are unavailable because, for example, the building housing them is unsafe, so you can’t get to the records right away.

** Electronic records are also subject to additional threats, like power failure, equipment failure, software problems, hacking, viruses, and human error.
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How to identify essential
records

1. Necessary for emergency response

2. Necessary to resume or continue
operations

3. Protect health, safety, property, rights
of residents

4.  Would require massive resources to
reconstruct

5. Document the history of communities
and families

Essential records can be in any format.
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Presenter Notes
Presentation Notes
Essential records are those that are necessary for emergency response; necessary to resume or continue operations; protect health, safety, property, or rights of residents; would require massive resources to reconstruct; or document the history of communities and families. They come in any format, including paper, photos and images, microfilm, electronic data systems, maps and drawings, and more.
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Examples of essential records

Emergency/continuity of *  Maps and building plans
operations plan *  Employee records, including
Staff contact and assignment financial and pay records
information, such as names, - Customer records

addresses, and phone numbers

.  Social Security and retirement
Orders of succession and Y

) : records
delegations of authority .
. * Titles, deeds, and contracts
Policies, procedures, and , .
Systems manuals ¢ Licenses and |Ong'term permlts

List of credit cardholders to
purchase needed supplies
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Presenter Notes
Presentation Notes
Here are some examples of essential records you might have in your organization. 


MANAGING ESSENTIAL RECORDS IN EMERGENCIES

Retention schedules as a tool to identify essential records

When reviewing your retention schedule, consider:
*  What are the consequences if you lose these records?

*  What is the cost (time, labor, money) if you must reconstruct these
records?

*  How rapidly will you need to reconstruct these records before serious
damage happens to the operation?

* Can you readily replace these records from another source, agency,
office, etc.?

* Are these records already duplicated or replicated in another form?

* |f an electronic database: Is the information sufficient to substitute for
the original record?
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Presenter Notes
Presentation Notes
When thinking about identifying your agency’s essential records, start by reviewing the retention schedules that apply to your organization. 

During review, decide which records series are essential, and circle the record series number.

Consider the following questions as you review your retention schedules: 

What are the consequences if you lose these records?
What is the cost (time, labor, money) if you must reconstruct these records?
How rapidly will you need to reconstruct these records before serious damage happens to the operation? Months? Weeks? Days? Hours?
Can you readily replace these records from another source, agency, office, or another location?
Are these records already duplicated or replicated in another form?
If you’re considering an electronic database: Is the information sufficient to substitute for the original record?


How to protect
essential records

* Onsite
* Secured on-site storage

* Duplicated and offsite
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Presenter Notes
Presentation Notes
There are several strategies for protecting essential records. You can copy them to paper, microfilm, electronic backup, or optical media. In some cases the information in the record is essential, rather than the actual record. In this case, the information is already contained in an electronic system and thus “duplicated” in electronic form.

You can protect your essential records on site, in secured on-site storage, or by duplicating them and storing them offsite.


MANAGING ESSENTIAL RECORDS IN EMERGENCIES

Protecting essential records on site

Keep essential records separate from other records
Locate the records as close to the door as possible

Mark their location on a floor plan and put the floor plan in
the disaster recovery plan

Keep out of bottom file drawers
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Presenter Notes
Presentation Notes
Let’s start with keeping essential records on site: 

** Keep essential records separate from other records.  They will be easier to find during an emergency.

** Locate the records as close to the door as possible for quick access and/or removal.

** Mark their location on a floor plan and put the floor plan in the disaster recovery plan.

** Keep out of bottom file drawers to avoid damage during a flood.



MANAGING ESSENTIAL RECORDS IN EMERGENCIES

Protecting essential records in
secure on-site storage or duplicated offsite

Secure on-site storage:

*  Fire-resistant vault

* Secure file room with protections and security controls
Duplicated and offsite:

* Keep duplicates of essential records at an offsite location
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Presenter Notes
Presentation Notes
To protect your essential records in secure on-site storage: 

** Store essential records in a fire resistant vault.

** Put essential records in secure file rooms with on-site protection such as smoke and intruder detections, and security controls.

** Keeping records duplicated and offsite is exactly what it sounds like—just ensuring that a duplicate of your essential records are not at your primary location.


MANAGING ESSENTIAL RECORDS IN EMERGENCIES

Essential records protection schedule and plan

* Update alongside the main records schedule

* ldentifies:
* Records series that require protection
* Office of record, responsible for the record
* Media on which record is captured

* Instructions for protection, including method of duplication (if
appropriate) and location

*  Frequency to update
* Total retention as a security copy
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Presenter Notes
Presentation Notes
Once you have identified your essential records, create an “essential records protection schedule and plan” that you update every time you adjust your main records retention schedule. 

** This essential records schedule and plan identifies: 
Records series that require protection.
The office of record that has responsibility for the record
The media on which it is captured.
Instructions for protecting it, including the method of duplication, if appropriate, and the storage location.
The frequency it is to be updated.
Its total retention as a security copy

Let’s look together at an example essential records protection schedule and plan. 


MANAGING ESSENTIAL RECORDS IN EMERGENCIES

Example: Essential records protection schedule and plan

Department: Schedule date:
Update cycle
or total
Series title | Office retention Protection instructions
1 Accounts Finance Paper Daily Scan. Back up images to
payable tape. Store tapes offsite.
2 Payroll Finance Electronic Monthly Computer output microfilm

(COM). Store security copy
at county archives.

3 Critical Public Paper Monthly Microfilm. Security copy at
materials list Works county archives.
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Presenter Notes
Presentation Notes
Here’s an example of an essential records protection schedule and plan. You can see that it identifies which records are essential, and who is responsible for their protection, storage, and upkeep.


Elements of an essential
records disaster plan

* Notifying appropriate staff
immediately

* Assessing damage to records

* Assembling records recovery
team

* Determining recovery measures

* Recovering or replacing lost
information

*  Resuming normal business
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Presenter Notes
Presentation Notes
The Essential Records Protection Schedule and Plan should also provide details about the following processes: 

** How to notify the appropriate people immediately in case of emergency, to share details about the nature of the emergency and the threat level to the records; 

** How to assess damage to records as soon as possible after the emergency, and how to take immediate steps to stabilize the condition of the records so further damage will not occur; 

** How to assemble a records recovery team of agency staff members to expedite stabilization of the records (this is generally only needed for major records disasters); 

** How to determine appropriate recovery measures, and consult with contractors that provide records recovery services if the damage assessment shows we need their expertise; 

** How to recover the records and the information that they contain, or replace any lost information when recovery is not feasible; and 

** How to resume normal business using the recovered records and information.


MANAGING ESSENTIAL RECORDS IN EMERGENCIES

Recovering damaged records: Considerations

* Record medium

* Security or access controls

* Costs to recover high-value vs. low-value records
* Expertise needed for recovery efforts

Minnesota Historical Society and disaster preparedness:
www.mnhs.org/preserve/records/disaster.php

17
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Presenter Notes
Presentation Notes
When emergencies or disasters occur, even the best protective measures may not prevent damage to records. Consequently, your organization needs to develop records recovery plans for timely and economical response to records disasters in order to salvage or replace damaged records and the information that they contain.

** In assessing the damage to records, take into account the record medium. Photographic negatives and microfilm that are water damaged require different treatment from water-damaged paper records. 

** Your organization should also make sure that records with access restrictions are handled only by personnel with proper clearance. Before beginning the actual recovery process, the damaged records should be separated from undamaged records, wherever possible, to speed up repair and recovery. 

** You may also want to consider the cost required to recover your records.

** Before a disaster occurs, prepare a list of records disaster recovery specialists, including their areas of expertise, addresses, telephone numbers, and an individual point of contact. Check this list periodically to make sure it remains accurate and current.

Recovery specialists often concentrate on very specific problems—some may focus on recovering water-damaged paper records, while another focuses on water-damaged magnetic tape. Because of this, keep as broad a listing of recovery specialists as possible, to respond appropriately to all of the potential risk your records might be subject to. 

** The Minnesota Historical Society disaster recovery plan is an excellent resource for creating such a list; you can find more information online at: www.mnhs.org/preserve/records/disaster.php 

http://www.mnhs.org/preserve/records/disaster.php

MANAGING ESSENTIAL

RECORDS IN EMERGENCIES

Protecting records

Physical location:

Raise computers above
flood level, move away
from large windows

Move heavy/fragile
objects to low shelves

Purchase fire-resistant
cabinets and vaults

Offsite protection:

Planned dispersal
E-vaulting
Duplication

Regular backup:

Back up regularly
Store at offsite location
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Presenter Notes
Presentation Notes
In addition to having an essential records disaster plan, you can also take other actions to reduce your records’ vulnerability.  Determine which other records, files, and materials are most important in both your primary and alternate facilities. Consider their vulnerability to damage during different types of disasters (such as floods, and fire), and take steps to protect them, including the following: 

** Raising computers above the flood level and moving them away from large windows 
Moving heavy and fragile objects to low shelves 
Purchase fire-resistant cabinets and vaults.

** Consider off-site protection plans such as planned dispersal, E-vaulting, or duplication of records, and

** Regularly back up essential electronic files and store backup copies in a secure off-site location 



ENTIAL
IN EMERGENCIES

Records disaster recovery

Incorporate records disaster
training into other emergency
preparedness activities for

all employees

Train recovery team to assess
nature and extent of records
disaster
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Presenter Notes
Presentation Notes
All employees should receive training appropriate to their records disaster recovery responsibilities. Direct all employees to briefings about the program, in combination with other emergency preparedness activities like fire drills or building evacuation drills. 

Your organization should also train members of the records recovery team and any designated alternate members so they can assist the official coordinating disaster recovery in time of need. 

At minimum, those team members should help assess the nature and extent of the records disaster, and help identify which records were affected and the physical media of the records, so the recovery manager can report accurately on the disaster, and recommend specific recovery steps for approval. 

For example, if the volume of paper records damaged by water is manageable, the recovery team members may be able to take preliminary steps to mitigate further damage and speed the recovery process. 



Actions during recovery

Stabilize
Dry
Clean
Store
Duplicate
Destroy
Re-file
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Presenter Notes
Presentation Notes
Recovery consists of actions and treatments that restore records and information to a useable state.  Once your agency has made recovery decisions, you can start taking action. These activities may include, but are not limited to, one or more of the following:
 
Implement a system for intellectual and physical control over damaged records. 
Stabilize by freezing for later recovery. 
Dry water-damaged records.
Clean documents soiled by dirt, mud, ash, soot, and mold growth. 
Store undamaged records.
Repair documents charred by fire.
Deodorize smoke-damaged records and fumigate for mold.  
Reprocess and clean microfilm and magnetic media. 
Duplicate contaminated or other badly damaged documents. 
Destroy unnecessary records or records too badly damaged to salvage.
Repair and restore using conservation techniques for photography, microfilm, coated papers, maps, blueprints and drawings on sepia, linen or other textiles.
Re-house returned records by re-filing, boxing, labeling, and shelving



Conclusion

Prevent
Protect
Respond

Recover
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Presenter Notes
Presentation Notes
Disasters of all kinds occur almost every day.  

** Prevention is more effective than recovery. Anyone who has experienced a records disaster understands recovery is messy, expensive, labor intensive, time consuming and sometimes an impossible task. 

** The Essential Records Protection Schedule and Plan is the heart of prevention and protection.
 
When a disaster strikes, the response must be fast and sure. Speed is critical.  In order to respond with speed, accuracy, and coordination, there must be a Essential Records Disaster Plan in existence prior to the disaster. The plan should cover policy, authority, responsibility, communication and funding, as well as techniques.  The plan can be part of the overall agency disaster plan, or it can stand alone. It should harmonize with, but not duplicate, agency disaster plans or electronic systems disaster plans.  

** The response effort must be led by a person or a team who understands records. In order to set priorities and make response and recovery decisions correctly, the agency must know what records it has and understand the recovery alternatives and how to use them.

** The recovery plan of action used in a disaster will be fine-tuned based on actual circumstances. There probably will be improvisations. Plan strategically, be flexible. Test disaster response and recovery plans periodically.


MANAGING ESSENTIAL RECORDS IN EMERGENCIES

Resources for managing essential records in emergencies

* Minnesota Historical Society: Emergency preparedness and recovery plan:
www.mnhs.org/preserve/conservation/reports/emergencyplan.pdf

*  Council of State Archivists: Emergency preparedness:
www.statearchivists.org/research-resources/emergency-preparedness

* National Archives: Vital records and records disaster mitigation and
recovery: www.archives.gov/records-mgmt/vital-records

*  Your continuity of operations coordinator or county administrator
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Presenter Notes
Presentation Notes
Your organization can find a number of resources to help create an Essential Records Protection Schedule and Plan, including some you see here.

Review the Minnesota Historical Society’s emergency preparedness and recovery plan at www.mnhs.org/preserve/conservation/reports/emergencyplan.pdf 

You might find the Council of State Archivists’ emergency preparedness page helpful, at www.statearchivists.org/research-resources/emergency-preparedness 

You could investigate the National Archives’ page on vital records and records disaster mitigation and recovery, at www.archives.gov/records-mgmt/vital-records 

You can also contact your continuity of operations coordinator or county administrator for more information.

http://www.mnhs.org/preserve/conservation/reports/emergencyplan.pdf
http://www.statearchivists.org/research-resources/emergency-preparedness
http://www.archives.gov/records-mgmt/vital-records
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Thank you.

WWW.HEALTH.MN.GOV
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Presenter Notes
Presentation Notes
Thank you for your time today, and for learning more about records management!
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